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Preface

This report is a deliverable in the European research project Integrated EST Framework (EST-
Frame), reporting on the case study on emerging ICTs, more specifically cloud computing.
Similar reports are published from the case studies on nanotechnology in food and
agriculture, synthetic biology and biofuels. The case studies feed into the cross case study
comparison in work package 1 and the development work in work package WP6.
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0. Summary

This case study describes assessments in the field of cloud computing as well as their
interrelations and their links with policy processes. The case study focuses specifically on
assessments influencing the European Commission's cloud strategy presented in 2012. The
study's aim is to understand which kinds of assessments have played which role in the
evolution of the field of assessments and to seek indications as to the formative effect — if
any —the production of the cloud strategy has had on the assessment field.

As part of a broader investigation of “integration” in assessments and the possible need
thereof, the case study focuses especially on integrative functions in the field of assessment.
Looking beyond methodology, the case study attempts to establish the formative effects of
the cloud strategy production process on the assessment field as a whole as an “integrative’
effect. The purpose is to lay the ground for a better understanding of the strategic situation
facing any project attempting (normatively) to promote integration in assessments.

4

The main part of the case study takes the shape of an outline of the field of assessments
carried out under discourse-analytical inspiration. This part of the study shows that cloud
computing assessments have historically grouped around seven “problem perspectives”,
some of which are integrated under the strategic perspective of the cloud strategy.
Importantly, efforts to promote and assess productive development paths alternative to
those promoted by major industry actors are largely ignored. Instead, “conventional”
perspectives such as security, privacy and legality are the main perspectives opposing
industry hype, which are integrated in/by the political process. The main concerns driving
integration of opposing evaluations of cloud computing, however, remains strategic and
economical ones. “Integrative” perspectives in the broader sense of ethical/societal
evaluations of the technology only emerge late in the process in reaction to political
initiatives.

The study supplements this assessment field analysis with analysis of process characteristics
and purposes of individual assessments along with interrelations between assessments and
relevant political documents.

The main conclusions about the field of cloud computing assessments are:

1) The assessment field is dominated by assessments concerned with ontological and
risk issues followed closely by strategic and economic assessments.

2) Assessments of privacy issues act as the main counterweight to these perspectives
while ecological sustainability plays a minor role. Broader assessments of social
sustainability and value discussions largely do not exist in the field.

3) Political action plans have a major formative effect on the assessment field.

4) Very few attempts exist at “integrative” assessment.
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The main recommendations to policy makers consist in

- implementing deconstruction of framings in policy preparation, especially with regard
to identifying business interests versus general societal interests

- seeking out visions alternative to those presented by business interests

- explicating methods for balancing / resolving conflicting viewpoints on new
technology

- actively including citizens’ perspectives



Integrated EST framework (EST-Frame)

An FP7, Science in Society, Collaborative Project,
FRAMEFPROJECT Small or medium-scale focused research project.

Contents

[ 0= 1ol T U PO TP PUTOPOROPRTOP 2
(0] U100 [0 =1 o V2 UPTPPPPTPTPTIN 3
O T o Yo [ ¥ Tt d o] o OO PP U PO PR PR PPN 6
N oo 101 ol Lo 1W Lo I etoT 1 o o 10 u1 V=N USRI 10
3. Cloud computing's GOVEINANCE CONTEXT.....c.uiiiiiiiieeeeciiee e et et e et e e e etae e e e ebae e e e beee e e eabeeeeeeaneeas 11
4. Outline of the Field Of ASSESSMENTS ....c.c.iiiiiiiiiieiieeee et e s e e 12
4.1 Hype and Counter-hype: Initial formation of the assessment field..........ccooveiriiieiiiiieiiiiiee s 13
4.2 Privacy and Growth Issues: External formation of the assessment field..........cccceevviieiiiiinnnns 17
4.3 The EC Cloud Strategy: Formation of the assessment field ........c.ccccoeciiiiieciiiie e, 24
4.4 Beyond the CloUd STrategY......ccouciiii ittt ettt e et e e e e cbte e e e e bte e e e sbteeesebeeeessnteeeeeanes 27
5. Analysis of the Field Of ASSESSMENTS......cccciciiiiiiiiiee e e eee e e e ebee e e e bee e e e eabee e e enreeas 29
6. Recommendations for POlICY MakersS........ociiiii i e 38
ANNeX 1: Selected ASSESSMENTS ....ccueiiiiriirtieteeeree sttt ettt et r e esree st e sn e et e e sreesane e 39
Annex 2: Protocol for reVieWing asseSSMENTS.........uiiiciiieiiiiiie ettt e ecire e e esireeessareeeesareessseseeesseseeeens 41
Annex 3: Aggregated process characterization and purpose analysis tables ..........ccccovveeeiieeeecinenn. 45
Annex 4: Other revieWed @SSESSMENTS .....couiiiiiiierie ittt ettt et be et esaee st e ebeesbeesbeesneenas 56
REFEIENCES ...ttt ettt ettt bt e bt e e bt e s ae e sab e s at e et e e b e e bt e sbeeeaeeeateeabeebeenbeesaeesatena 59



Integrated EST framework (EST-Frame)

An FP7, Science in Society, Colfaborative Project,
FRAMEFPROJECT Small or medium-scale focused research project.

1. Introduction

This case study describes assessments in the field of cloud computing as well as their
interrelations and their links with policy processes, specifically the European Commission's
2012 cloud computing strategy (see also “Scope of the study” below). Having emerged into
the commercial ICT market since around 2006, cloud computing represents a paradigmatic
shift in the delivery of ICT resources. No longer will users have to acquire ever more
hardware and software in a costly catch-up race with competitors and their general
environment. Instead, they can simply connect via broadband to whichever of the latest
software application and however much computing power they need on a pay-as-you-go
basis. Framed as “the Next Big Thing” by industry giants, the hype around cloud computing
has proven very resilient to various counter-hype measures from security and privacy
advocates. In fact, the hype seems in fact to have been turned up to reach the political level,
being heralded in 2011 by the World Economic Forum as “the Next Wave of Technology-
Driven Transformation” of the economy.

Consequently, studying cloud computing assessments is a very different experience from the
study of assessments in e.g. nanotechnology. Public controversy about cloud computing
seems in most countries almost non-existent and where it crops up, the potential critique of
cloud computing as a society-wide phenomenon remains limited to discussions of the
privacy and security practices of specific industry actors. This focus on specific products and
producers in the public debate has the effect of pushing reflections about the technology in
itself into the background, leaving it to stakeholders, experts, advocates and policy-makers to
secure a responsible development of this potentially world-changing infrastructure for the
future information society.

The cloud computing case study was executed based on a multi-method approach. First, an
initial description of the cloud computing field, both in technology and technology-
governance terms, was based on web-search and literature review. Second, a selection of
identified cloud computing assessments was made based on criteria including institutional
background, assessment aims, methodologies applied and role in the cloud computing
strategy (see below). The selection of cloud computing assessments has been reviewed
according to a protocol being developed in a case-study overarching manner, facilitating
comparison of assessment reviews between different case studies (see annex 2).

We have carried out individual analysis of 18 individual assessments using the process and
purpose analysis tables. The pool from which we selected was made up of 70 assessment (or
assessment-like) documents identified in the early phases of our research as well as 257
documents cited in the European Commission's cloud computing strategy and two
accompanying staff working documents (European Commission 2012a, 2012b) as well as two
major assessments commissioned by DG Connect staff in the production of the cloud
strategy (Robinson 2011, Bradshaw et. al. 2011). The assessments were selected on the
criteria that:
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1. Cloud computing should make up a significant portion of their technological focus

2. They should aim at informing or otherwise influencing political decision-making

3. The group of selected assessments as a whole should to some degree indicate the
breadth of the total field of cloud computing assessments.

Selected assessments are listed in Annex 1. Throughout the main text of the case study, the
selected assessments are mentioned in italics, e.g. (Etro F. 2009).

To the individual assessment analysis we added three elements meant to shed light on their
contextual relations, the assessment field as a whole, and the relations between the
assessment field and governance processes. Firstly, we have used an aggregated analysis
table to analyze various quality dimensions covered by the two analysis tables for the whole
group of selected assessments (see annex 2 for description of these analytic tools). Secondly,
we have constructed a table for analysis of citation relations between policy documents and
assessments according to assessment “perspectives” (to be explained below). And thirdly, we
have expanded our description of the assessments selected to include a storyline describing
the evolution of the assessment field as a whole. Along this storyline, we have noted the
emergence of certain “problem perspectives” around which various groups of assessments
can said to be organized (our understanding of “perspectives” is explained in Section 3).

Following the research protocol, we have also carried out 10 interviews (with assessors and
EC staffers) to substantiate our interpretations (although, of course, none of our speculations
should be blamed on any of the participating interviewees) as well as a workshop with the
same purpose (see project deliverable 5.2 for more information concerning the structure and
output of this workshop).

On an interpretative level, this research strategy allows us to take one step back from
individual assessments to look at the field made up of assessments and policy development
processes. At the level of interpreting the total field of assessments, we have had room to
look for efforts among these assessments to secure a broad consideration of different types
of consequences of new technology by policy-makers.

The European Commission's cloud computing strategy (European Commission, 2012), which
was prepared and published during the period of our initial studies, served to organize the
material. It became clear already with the publication of the digital agenda (European
Commission 2010b) that such a strategy would be produced, although at the time the scope
and timing of it was unclear. It seems plausible to assume that the knowledge of such a
strategy being in the works would spur the production of assessments of a different nature
than those being produced before the announcement of the strategy. Focusing on the
strategy thus also provided us with a division between a “before” and “after” across which to
compare the field of assessments with and without the formative effect imposed on the field
by the strategy production process.
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Scope of the study

This case study was originally conceived as a case study of “security and emerging ICTs”, but
a choice was made very early to limit the scope to one specific type of emerging ICT while
broadening the scope of perspectives considered beyond that of security. This was seen as a
way of better aligning the case study with the overall aim of the research project to uncover
needs for further integration among the whole breadth of assessment domains active in the
field of ICT assessment.

Naturally, this adjustment of the scope of the study had a number of consequences. Since
cloud computing as a technology has roots that go back as far as the early beginnings of the
Internet (with the development of time-sharing protocols and inter-networked computing),
and since the literature on this assemblage of technologies is vast, it became necessary to
limit the field to literature that specifically mentions “cloud computing”. Since this term only
gained popularity with the launch of Amazon's first cloud services in 2006 (Hof 2006), and
since debate on “cloud computing” only makes up a small portion of the total scientific and
assessment literature concerning software-as-a-service, virtualization architectures,
distributed computing, ubiquitous computing and other related technological themes, this
limits the field of literature substantially. This choice, however, positively allows us to focus
on “cloud specific” assessments and debates, which perhaps have higher impact on policy
precisely because of their narrowness. Furthermore, it is consistent with the industry framing
of the technology and thus allows a “real-world” rather than academic understanding of the
technologies in question to shape the field from which we select our literature.

We must not ignore, however, that cloud computing is part of a host of complex and cross-
cutting developments in ICT. Beyond the European cloud strategy a significant number of
policy development processes in reaction to these complexities therefore also serve to shape
the cloud computing assessment field. Beyond cloud-specific policies, the EU is currently
going through the process of revising the 1995 data protection directive, which is probably
the single most decisive piece of legislation for the development of Internet-based services
of any kind in Europe and between Europe and its international partners. At the same time,
efforts to realize the digital single market in Europe have been set in motion by the
Commission (European Commission 2011a), which create a “pull” towards the Europe-wide
adoption of new technologies certainly effecting the assessment production. Internationally,
all these developments are strongly influenced by the U.S. federal “Cloud First” strategy,
which acts as a strong driver for the technology. And beyond Europe and the U.S., recent
attempts to create new types of international legislation for the Internet also play a role in
the periphery of cloud computing discussions.- One notable example was the multinational
Anti-Counterfeiting Trade Agreement (ACTA) aiming to establish international standards for
IPR enforcement, which was ultimately rejected by Europe late 2012.

The point here is that the European cloud strategy is in itself part of a larger field of discourse
having to do with the governance of ICT in and beyond Europe. And while we limit the scope
of our investigation to the field of assessments proximately related to the cloud strategy, we
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also touch upon the edges of this field in order to reflect on the complexity of formation
effects influencing the processes of integration (or not) within the discursive field.
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2. About cloud computing

“Cloud computing” as a term denotes a broad range of ICT services, which have in common
that: users access them online via broadband connections; make use of them on a need-
basis easily scalable to fit growing or diminishing needs; and pay for them on a per-use basis.
Classes of cloud services include software-as-a-service, platform-as-a-service, and
infrastructure-as-a-service. Cloud-based modes of providing ICT functionality differ greatly
from earlier product-based approaches both in terms of economy and flexibility. Expanding
needs for processing power and storage no longer equate to ongoing hardware investments,
just as the need to stay current no longer implies extra expenses to upgrade or replace
software; this all rests on the cloud provider. And with little to no initial investment
demanded of the user, it becomes easier to try out new services and switch to alternatives.

The first service provided under the heading of “cloud computing” was Amazon's Elastic
Compute Cloud launched in 2006, which was quickly followed by products by other major ICT
providers. “The cloud” as a metaphor, however, was in use long before as a way of referring
to unspecified shared ICT resources (e.g. shared servers). From a user point of view, this
unspecified nature of the resources made available online through cloud services remains a
central characteristic. A common technical definition, however, remains elusive due to the
fact the “the cloud” is different things to different people (Schubert and Jeffrey 2012: 21).

From a technical point of view, some argue that cloud computing services are actually not
new at all. What users access in “the cloud” are the resources of in some cases hundreds of
thousands of individual servers aggregated through various clustering architectures (NSA
2009). These resources are managed through a “hypervisor” - a commonly hosted
environment for virtual servers that makes the resources of each real machine available to
multiple users or applications at once (Robinson 2011). This virtual machine management
level makes it possible to scale resource use for any given application up or down in real-
time. This kind of technique was already employed in the management of out-sourcing data
centers and giant web-services such as the Amazon Bookstore, G-mail, YouTube, and
Facebook. As such society was already used to the technology behind cloud computing.

On the other hand, from a socio-technical systems point of view cloud computing does
potentially represent a marked shift in the societal-level deployment of ICT. Even if what is
new is in fact the application of already existing technology and the business model for its
marketing, these models allow for the emergence of something much like the “public
computing utility” envisioned by computer scientists as early as the 1960's (Garfinkel 1999).
Between this early vision of a public utility model for providing computing power via
telecommunication networks and cloud computing today, however, there is the fundamental
difference that cloud computing today develops according to market trends and through
private actors, not state planning and public service. To equate cloud computing with utility
computing would therefore be a historical simplification.

10
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3. Cloud computing's governance context

At the European level, the most obviously important existing legislation affecting cloud
computing at the time of its emergence may have been the Data Protection Directive
(95/46/EC), which is accompanied by the Safe Harbour principles for EU-US data transfer
(2000/520/EC), and the e-Privacy directive (2002/58/EC), all of which the Commission has
proposed to revise and gather together in a common framework for “Safeguarding Privacy in
a Connected World” (COM/2012/).

Cloud computing services are, however, also subject to the rules of the e-Commerce
Directive (2000/31/EC), the Directive on the enforcement of intellectual property rights
(2004/48/EC), as well as the Directive on universal service and users' rights relating to
electronic communications networks and services (2002/22/EC) and the Services Directive
(2006/123/EC) among others.

Cloud computing, however, is a global phenomenon and is as such for any given user-
provider contract subject to a mass of both national and international regulation. The Danish
IT and Telecom Agency at one time provided an overview of the governance situation for
public organizations utilizing cloud computing services (now removed from the website),
which listed as relevant: The Security Directive (CIR 9153, 2002); The Open Administration
Law (LOV 572, 1985/2005); The Law of Archives (BEK 342, 2002); The Personal Data
Protection Law (LOV 429, 2000/07); The Departmental Order on Security (BEK 528, 2000/01);
The Intellectual Property Law (LBK 763, 2006/08), Law Implementing the EUROPOL
Convention (LOV 416, 1997/2004); the European Council Cybercrime Convention (2001); and
the “Security within NATO” regulation (2002).

“Governance” of cloud computing, however, means more than legislation. It also includes
soft public policy measures such as procurement strategies (public as market) and policy
strategies (government as facilitator), private self-regulation (standards), technical
governance (communication protocols), and international trade agreements (e.g. the WTO
agreement on electronic products and services).

In 2010, the Digital Agenda (European Commission 2010b) for Europe was one of seven
‘flagship initiatives’ launched by the EC as part of the Europe 2020 Strategy (European
Commission 2010a), aimed to lever Europe after the crises and to enhance Europe’s
economy. The overall aim of the Digital Agenda is “to deliver sustainable economic and social
benefits from a digital single market based on fast internet and interoperable applications”
(p.1). The Digital Agenda targets cloud computing as one of more than hundred concrete
actions to obtain a competitive European digital single market. Realizing this action, in 2012
the Commissioner for the Digital Agenda presented a European Cloud Strategy presented an
EC strategy for “Unleashing the Potential of Cloud Computing in Europe” (COM/2012/529)
/European Commission 2010a).

11
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4. Outline of the Field of Assessments

This section is inspired by the basic lessons of Foucauldian discourse analysis: to look for the
productive effects of power relations on the discursive field rather than jump to critical
conclusions about what might be suppressed or excluded. Point in case: rather than tracing
step-by-step the systematic exclusion of citizens’ perspectives and alternative development
scenarios from the cloud computing discourse (which it is our impression would be possible),
we aim to describe the production mechanisms through which the perspectives, which are in
fact included, are articulated. And we look to see how integration across those perspectives
does in fact take place. This approach fits well with the case study and its place in EST Frame:
The discourse analytical approach strengthens the contextual analysis of the relations
between individual assessments, the general field of assessments, and the relationships
between assessments and the governance context. In the analysis we will apply some of the
standard analytical inventory of discourse analysis, such as looking for framings of issues in
assessments, perspectives taken on issues by recipients, and viewpoints systematically
overlooked. This allows us to analyze the extent to which these assessments and
perspectives might be said to be integrated as a field. In chapter 4 we will discuss other
interpretations of integration.

The basic storyline for our outline of the field of cloud computing assessments begins with
the launch in 2006 of Amazon's Elastic Compute Cloud (EC2), takes a turn at the
announcement of a European strategy in the 2010 Digital Agenda, and ends with the
publication of the European Commission's cloud computing strategy, Unleashing the
Potential of Cloud Computing in Europe, in 2012. This storyline represent, of course, only a
thin slice of the commercial and political activities having taken place in reaction to the
emergence of cloud computing as a theme for debate, albeit an important slice seen in a
European perspective. We therefore need to provide a broader initial account of
developments in the field to act as a backdrop for this storyline.

What are the principles, which in reality structure the field of assessments? Once we take a
step back to look beyond individual assessments and onto the field of assessments as a
whole, we find that most of them are produced outside of established advisory
spheres/domains (such as risk assessment, ethical assessment, technology assessment, and
so on). To be sure, assessments from traditional advisory domains such as risk assessment,
economical assessment and others make up a major portion of the total field (see section 4
for an analysis of the relative weight of various domains). But assessments and advocacy
pieces that fall outside of these domains are equally well represented, many being of an ad
hoc nature and written as part of larger strategic discussions. It can therefore be useful to
categorize the assessments according to problem perspectives rather than advisory domains.
We will attempt in the following to make its viability obvious through its usefulness in
ordering our account of the field's development.

12
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4.1 Hype and Counter-hype: Initial formation of the assessment field

The earliest wave of activities in the time immediately following Amazon's product launch —
i.e. circa 2006-08 - was, rather than a well-ordered response from the assessment
communities, an immense amount of “hype”-based discussions about cloud computing and
its potentials. This was amidst a flurry of commercial activity to secure market shares for
competitors. Major actors in the field quickly followed Amazon's lead with products labeled
as “cloud computing” such as Google's Compute Engine and App Engine, Microsoft's Azure
and Office Live/365, and Apple's iCloud and at the same time, new companies such as
Rackspace emerged to compete in the field with products closely mirroring those provided
by the majors. All of this was sparked by the common feeling that cloud computing might be
a revolutionary innovation with fundamental significance for the formation of future ICT
markets — despite the fact that opportunist marketing rather than information science was at
the time defining the terms of the debate. A private hype analysis firm, Gartner, following
the development closely announced in 2008 that, even though there was no clear common
understanding of what cloud computing was or might be, it nevertheless stood to be “as big
as E-commerce” (Plummer et. al. 2008).

The first problem perspective to structure cloud computing debate was therefore the
perspective of strategists grappling with the three basic questions of market analysis: “What
is it?”, “Will it change everything?”, and “Should we get on board?”. This problem
perspective, although laden with societal-level questions and spurring futuristic debates
about “paradigm shifts” and so forth, is not one that immediately provokes a societal-level
response. Instead, individual actors — also public actors (interviewee) — sought quickly to
assess the situation with regard to its strategic significance for themselves. We can assume
that internal strategic analyses were made — they were however rarely published. Instead, in
this phase of development, the publicly available field of assessments unfolded to a great
extent in the blogosphere (e.g. Foster 2008, Harris 2008, Wayner 2008) and various business
magazines (e.g. Hamm 2008, King 2008, The Economist Eds. 2009). On the overall, the field
of assessment were at this point not yet connected to policy development processes and
policy relevance not yet a criterion for the production of assessments. Consequently, no
assessment documents from this early period have been selected for further analysis.

An important reaction to this first wave of activity, although rarely represented in the
assessment literature, was a number of efforts to turn the development path of cloud
computing away from strongly proprietary solutions towards more “open” forms. From a co-
productive problem perspective, researchers and developers quickly applied lessons learned
in earlier battles over proprietary vs. open ICT development to the question of cloud
computing and came up with a number of proposals for alternative paths. The FP7-financed
European research project, OpenNebula, developed an open source cloud architecture,
which was successfully carried forward in a commercial enterprise, C12G, providing open

13
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source cloud solutions to governments and other enterprises. An Open Cloud Manifesto
(2009) was published with the support of a number of cloud providers and other
stakeholders, which has today grown to 400. The manifesto basically argued for open
collaboration between cloud providers and users to ensure an immediate and effective
spread of best practices and universal standards and to avoid the pitfalls of proprietary
regime wars delaying the development and uptake of cloud computing technology.
Important omissions from the list of supporters to the manifesto still (February 2013) include
Amazon and Google, but heavy players such as IBM, Hewlett-Packard, VMWare and
Rackspace have joined the list. Importantly, the manifesto's website FAQ stresses the
importance of not concluding about those not included in the list that they do not support
open cloud principles. This perspective of alternative paths is still — and increasingly — the
source of productive output, spawning since this early period collaborative cloud solutions
(e.g. CoopSys.com) as well as new open architectures, among these one of which
(OpenStack) has recently made headlines due to its backing from NASA and Rackspace
(original contributors) as well as Dell, HP, IBM and Cisco (Metz, R. 2012).

Turning back to the mainstream of the assessment field, already in 2008 a second wave of
reactions seems to have started rolling. Cloud computing uptake was already significant
enough that the OECD was citing it as one the main innovations of the ICT sector (OECD
2008: 8). Gartner at this point indicated, that cloud computing hype was nearing the so-
called peak of inflated expectations (Gartner Research, quoted in NSA 2008) in which one
might fear that the technology would be viewed as a panacea for any and all ailments related
to ICT (NSA 2008). In this situation, it was time to get serious about what cloud computing
was (and was not), and what benefits one might realistically expect of it. This prompted
reactions from governmental and public interest-organizations, who attempted to critically
assess cloud computing potentials for users, and the necessary trade-offs between risk and
opportunity. This shift in perspective clearly marks a change towards a more cautionary
approach, but at the same time the establishment of an initial connection to decision-making
processes at the levels of governments and global-level CEQ's with all of the power to shape
and drive markets that this implies. On the side-lines, but equally significant, SME's were at
that time beginning to ask the same questions, which acted as yet another incentive for
carrying out more thorough assessments.

From this third problem perspective, the questions about cloud computing that began to
gain traction were: “What is it really?”, “What is the realistic potential for the user?”, “Is it
safe?”, and “Can we police it?”. In the U.S. the National Security Agency (NSA) published an
internal working paper outlining the basic architectures of cloud computing (op.cit.). The
year after, in 2009, the National Institute for Science and Technology (NIST) undertook a
process of establishing a technical definition of cloud computing, which quickly began to
circulate in a draft form. It took three years and 15 drafts to arrive at a definition (Mell and
Grance 2011), but in the end the work of creating the definition seems to have acted to
establish a great degree of common ground among experts and stakeholders. One significant

14
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voice in this debate was the Berkeley-based RAD Lab, which published “A Berkeley View of
Cloud Computing” (Armbrust et. al. 2009).

These “ontological” exercises gradually established a common typology for the categorization
of different kinds of cloud products such as Software-as-a-service (Saa$S), Platform-as-a-
service (PaaS), and Infrastructure-as-a-service (laaS), as well as the concepts of “public” and
“private” clouds to describe different forms of cloud ownership and access. At the same
time, more detailed views of what the use of cloud computing might entail for ordinary
(business and government) users began to form. NSA (op.cit.) thus pointed to a few initial
security concerns requiring further investigation. Seeking to accommodate such concerns on
the part of users, the Cloud Security Alliance — an international member organization for
cloud service providers — began to publish a continually updated “Security Guidance to
Critical Areas of Focus in Cloud Computing”, which was taken up for instance in a “quick-and-
dirty” guide to the secure use of cloud computing for businesses published by the
Confederation of Danish Industry (DITEK 2009).

In 2009, however, the security question was blown wide open partly by a number of security
incident reports involving major cloud-driven Web 2.0 services (SNAC 2009), partly by an
independently initiated security assessment of cloud computing published by the European
Network and Information Security Agency (Cattedu and Hogben 2009a, 2009b, 2009c). ENISA
listed eight major security concerns having to do with cloud computing and stressed the
point that practical control over the handling of these issues in most cases would pass from
users (data owners) to cloud providers (data processors) — even if legal responsibility would
not. The point was to warn potential cloud users that they were entering into a highly
uneven risk-distribution relationship with their cloud provider, as data loss which might
represent a mortal loss to the user would at most represent the risk of a fine for the provider.
In the U.S., the NSA mirrored this sentiment stating that stories of individuals and business
losing invaluable information or suffering irreparable damage to their reputations was “more
than a case of paranoia” (SNAC 2009: 4).

What was becoming clear was that cloud computing as a business model contained issues of
a legal nature, which might be much more complicated than the simplicity of the
technology's use could lead users to believe. The wave of reactions therefore came to point
forward to what was to become a discussion about “building trust in the cloud” (Cattedu and
Hogben 2009a: 7), the first expression of which were high-profile but fragmented efforts at
self-governance through standardization within the industry itself (interviewee). As we shall
see when we get to the cloud strategy, these efforts have as of yet not produced consistent
results and have thus paved the way for political intervention.
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Armbrust et. al. (2009): Above the Clouds: A Berkeley View of Cloud Computing

The "Berkeley View” is an analysis of the technologies underlying products and concepts
debated under the heading of “cloud computing”. A typology is created in order to make
order out an apparent chaos of marketing hype. The authors point out that the dream of a
“computing utility” making computing power available on a per-need-basis through
infrastructure comparable to running water and electricity has been part of the Internet
imaginary from the very beginning. As such, cloud computing must be seen as a technology,
which has been “emerging” at least since the late 1960's. The aim of the assessment is in this
context to play a part in in helping technology developers to succeed this time around in the
realization of this dream.

The assessment authors acknowledge with gratitude funding from co-founders and
associated members, which include all of the major private actors in the cloud computing
business. Remembering that Berkeley has historically played a key role in the research and
innovation behind the Internet, this acknowledgment is typical of Silicon Valley. The
assessors are themselves both researchers and innovators attempting to improve efficiency
and workload handling of cloud technology. These (apparently unproblematic) overlaps of
interest make for a co-creative approach to technology assessment.

ENISA (2009): Risk, benefits and recommendations for information security

The core of the ENISA risk assessment of cloud computing is based on classical risk
assessment methodology, which is in itself an early example of interdisciplinary assessment
of possible impacts of new technology. This methodology assesses the likelihood and the
impact of the occurrence of specific threats within a limited number of use scenarios for a
given technology. ”Likelihood” of a given threat is determined on the basis of these experts’
knowledge of the systemic vulnerabilities inherent in the technology and the ease with which
an attacker may exploit them. The “impact” of the threat is determined as a function of the
value of the assets, which may be stolen, lost, or destroyed by an attack, e.g. personal data,
business secrets, brand integrity, etc. in the case of cloud computing.

ENISA is financed through stable basic funding from the EU and is thus able to take up topics
for assessment on their own initiative and thus have the possibility of setting the agenda for
debates on emerging technologies — an aim which in this case seems to have been reached
successfully. The basic approach is “reactive” in the sense that it responds to real world
phenomena, i.e. technologies which are emerging into actual use rather than being in the
making. However, in a broader perspective precisely this focus on contemporary
developments makes risk assessments institutions of the ENISA caliber (other examples
include NSA in the U.S.) a kind of co-create sparring partner for the ICT industry — pointing to
the blind angles often overlooked in the enthusiasm of entrepreneurship.
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4.2 Privacy and Growth Issues: External formation of the assessment field

Meanwhile, external influences began in 2009 to affect the field of assessments and to
provoke the production of assessments grouped within a fourth and a fifth problem
perspective (privacy and growth) — perspectives initially unconnected, but eventually
“integrated” through political intervention under a sixth perspective, namely strategy.

On the one hand, the European Commission launched a planned process of reviewing
European data legislation, including the Data Protection Directive (95/46/EC), the Safe
Harbour principles governing EU-US data transfer (2000/520/EC), and the e-Privacy directive
(2002/58/EC). The process began with a high-level conference in 2009, was followed by a
public consultation open until the end of 2009 and stakeholder conferences held throughout
2010 (epic.org 2013), and has so far culminated in the presentation by the Commission of a
comprehensive reform proposal, which is currently being negotiated by the European
Council and Parliament. In this process, understanding new technologies for Internet-based
data processing and communication — such as cloud computing - and the legal issues arising
from them has been a central concern and has led to fundamental discussions about the
principles of security and privacy as well as the nature of legislation in a globalized world.
Precisely because of the global nature of these technologies and practices, the revision
process has had ripple effects into international legislation, leaving traces along the way in
governance debates about international trade (CTS 2009), cyber-crime (Council of Europe
2010), and the ACTA treaty for intellectual property right enforcement (Council 2011).
Below, we group assessment efforts connected to this development under the problem
perspective of privacy in global communication.

On the other hand, 2009 was also the year in which the effects of the financial crisis began to
be felt in the European economy and 'recovery' came into focus at the highest levels of
policy-making, which provided a separate problem perspective (growth). Very quickly,
conceptual links were established at policy level between the lack of fulfillment of the
European Single Market and the lack of productivity-induced growth from digital innovation;
one such link being that national barriers were hindering the Europe-wide spread and uptake
of new innovations while at the same time stifling the growth of global-scale ICT companies
rooted in Europe (Monti 2010). These conceptual links carried over into the 2020-strategy
(European Commission 2010a) and further into the digital agenda, in which, as mentioned,
provisions were made for the production of a Commission strategy on cloud computing.
Cloud computing, however, seems in the agenda still to have been viewed from a user's
perspective: as an infrastructure to enhance the effectiveness of government and science
(European Commission 2010b: 10). It was not until a speech given by then newly appointed
Commissioner for the Digital Agenda, Neelie Kroes, at the World Economic Forum in January
2011 that a specific link was established between the broader public interest-questions of
growth and prosperity and cloud computing. Kroes' argument for this link was basically that
cloud computing had the potential to enhance the effectiveness of everyone at once,
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creating in the process a “vast new service industry” with “great opportunities for strong
European telecoms and high-tech SMEs” (Kroes 2011). Kroes thus identified the “cloud
computing revolution” as a specific key to the general potential of ICT-driven growth, and in
that context she designated government's role as “bringing it all together” by —among other
aims — ensuring that “European achievements, such as effective data protection and the EU's
Single Market, do not clash with cloud computing” (ibid.)

Before this intervention from Commissioner Kroes, the assessments in the field relating to
these two problem perspectives were — as we will describe in more detail below — largely
divided and separate. The introduction of a common perspective, however, enabled the
production of a hybrid type of assessment spanning both perspectives, namely assessments
of trust in the cloud and how to produce trust.

We will reserve evaluative analysis of the value of such integration for the analysis chapter. In
the following, we attempt to trace the dynamic of this formation in and between the
assessments themselves. In this part of our outline of the assessment field, we will first
follow the parallel development of assessments under perspectives of “privacy in a
globalized world” and “growth”. We will then seek to trace links between assessments within
these perspectives and the emergence of the integrative perspective of the Commission. The
outline of development and formation of the assessment field ends (in sub-section iii) with
an account of the specific assessments produced in direct connection to the work of
preparing the cloud strategy.

Assessments dedicated to questions of privacy in cloud computing began to appear in print
in 2010 - the year after ENISA's risk assessment and the Commission's announcement of the
revision of Europe's data protection legislation. ENISA had already pointed to cross-border
legal difficulties having to do with privacy rights arising from the use of such a fundamentally
globalized technology. How would users or authorities determine jurisdiction over
information processing taking place in distributed networks in interconnected infrastructure
potentially spanning continents? These conceptual challenges were not new, but had been
discussed in connection with structurally similar technology concepts such as pervasive
computing (e.g. Cas 2005) and the general trend towards increasing interconnectedness (e.g.
Langheinrich and Roussopoulos 2007). However, the perceived importance of connecting
these more general reflections to the specific cloud debate shows clearly in the general
spread of the concept throughout assessment activities responding to the revision process of
data protection legislation. Gutwirth et. al. (2010) provides an early example with parts of
the 2009 CPDP conference (Computers, Privacy and Data Protection) having been devoted to
cloud computing (see text box on p. 19). The Washington-based Brookings Institution
relating to the cloud strategy work going on in the U.S. at the same time published a similarly
themed (although much more informal) assessment (Friedman and West 2010) accompanied
by minutes relating a smaller dialogue-event with participation from both academic
participants and industry stakeholders (The Brooking Institution 2010). We mention these
two assessments together to show for two reasons. Firstly, to illustrate the general point of a
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common formative effect of political process on the assessment field. Secondly, to point out
that at least parts of the privacy communities in Europe and the U.S. seem to share a
common belief in the importance of ongoing and timely dialogue about a constantly
changing state of play in the development of the information society. Based on this belief,
quick delivery of partial truths is prioritized over comprehensive cross-cutting analysis of the
entirety of issues connected to new technologies. As with the assessment from ENISA and
NSA mentioned earlier, the freedom coming from basic funding to quickly react to changes in
the environment seems to favor agenda setting, which both of these seem to aim at. The
point stands even stronger in comparison with ad hoc-funded security and privacy
assessments from private consultancies, which more often aim to gather and communicate
already well-established knowledge and recommendations to decision-makers.

Gurtwirth et. al. (2010): Computers, Privacy and Data protection — An element of choice

The yearly Computing, Privacy and Data Protection conferences provide a platform for “all
relevant stakeholders” (i.e. academics, policymakers, enterprises and privacy advocates) to
meet and discuss current privacy and security issues of the information society. Founded
and coordinated by some of Europe's leading innovation institutes and supported financially
by major players across all stakeholder groups, the conferences are imbued with a solid and
broad base of cross-sectoral legitimacy. The conferences include returning panel sessions in
which certain traditional domains (technology assessment, law, and others) can present and
discuss their most recent privacy-related research and assessment activities. Such panels
provide a venue, where hype and political spin of ICT-related issues are countered by
scientific knowledge.

While carrying out a bridge-building function between the different types of stakeholders,
the conferences seek to uphold a “neutral ground”-status in support of a free and good-
natured exchange of ideas. The aim, then, does not seem to be to actively mediate conflicts
or facilitate co-creative processes, but to stimulate debate and cross-fertilization between
ideas and projects.

We might say that the CPDP-conferences provide an example of “integration” of different
assessment domains and even opposing problem perspectives without a methodology for
doing so. One might label a conference as a method or technique in keeping with the TAMI
vocabulary (see TA-description in del. 1.1), but in a certain sense that would be to diminish
or skew the meaning of the conferences. The integrative aspect of the conference lies not in
method(ology), but the in choices made with regard to knowledge culture — creating an
atmosphere with respect for differences, but aiming at dialogue. Such cross-sectoral
conferences seem in a very real way to combine ancient and (post-)modern ideas about the
importance of constant exchange between responsible citizen; a sort of agora for the values
of the information society.
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Also in 2010, cloud computing made it onto the scene of political debate about the state of
the world economy. As our description of this phase is crucially important for our
understanding of the nature of Commissioner Kroes' later intervention and the subsequent
production of the cloud strategy, we will here zoom in a little closer on specific assessments
and their interrelations in order to show how the economic assessment of cloud computing
helped to shape the Commission's strategic perspective.

Since the early phase of marketing hype in 2006-08, not many attempts had been made at a
cool-headed analysis of the real-world economic potential of cloud computing. But in
assessments, which now began to appear, the question of means to get out of the financial
crisis (now turned to full recession) had become central, and attention turned to cloud
computing as one such possible means. In this connection, an early set of papers stand out
as disproportionately influential and therefore attention worthy, namely Etro 2009 followed
in 2011 by a consolidated version of largely the same analysis. These assessments model the
economic impact of cloud computing on the European economy and finds great potential for
business innovation and job growth. The basic argument goes that not only will cloud
computing in itself be an important (primary) industry, it may also lower ICT-related market-
entry costs for SME's and provide cheap infrastructure for new, innovative business models
in other (secondary) sectors. This will allow more SME's to get a foothold and therefore
create more jobs, which is why governments should “promote as much as possible the rapid
adoption of cloud computing (Etro 2009: 27. See more in text-box on p. 22). Even though the
modeling carried out in these assessments is somewhat rudimentary (which even the papers
concede), this way of framing cloud computing and the question of its potential seems to
have spread widely in some circles. Most notably, the argument was taken up as a basic
cognitive framework for the World Economic Forum's (WEF) highly influential 2010-2011 set
of assessments of cloud computing. In the first of these assessments, the opinions of cloud
stakeholders and users were gathered in order to evaluate whether on the overall, the
potentials of cloud computing would be worth the risk (WEF 2010: 1). But this deliberative
exercise is framed precisely in accordance with the 2009 Etro paper. “Cloud technologies”,
explain the authors from the private consultancy Accenture, “have become the basis for
radical business innovation and new business models” and they thus embody “disruptive
possibilities” (ibid: 1) for the market.

To balance out this positive framing of the technology in question, the authors also remind
us that Schumpeterian dreams of disruptive transformation ought to be “tempered by a
realistic perspective on the significant barriers to the widespread adoption of cloud services”
(ibid: 2). The basic framing survives, however, as the objective of the assessment project
becomes to “develop collaborative actions” and “recommendations to policy-makers and
industries” regarding how they might “steer the healthy development of cloud computing”
(ibid: 2). Among the resulting recommendations was the adoption by governments of a
“macro-regulatory framework” that should be “more adept at keeping pace with rapid
technological change”, for instance through a “co-regulation” approach, “whereby industry
takes the lead in identifying necessary provisions and governments take a policy and
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III

oversight role” (WEF 2011:17). This collaborative perspective, while “neutral” in the sense of
not favoring any specific actors, is nevertheless colored by the underlying assumptions of the
desirability of cloud computing and a fundamental overlap between industry interests and
societal benefits. Such a way of framing the issue fits neatly with the mission of the WEF to
“work for improvement of the world” (WEForum.org) through —among other means —
technological innovation driven by private actors. The reason to dig into it here is that this
framing also seems to have traveled well and to have helped shape Commissioner Kroes'
approach to the creation of a European cloud strategy.

In a speech at Davos on January 2011 (Kroes 2011), at which the Forum's cloud computing
assessments were presented and discussed, Kroes also announced the coming cloud strategy
and described its overall direction. Europe, she announced, should not only become “cloud-
friendly” but “cloud-active”. Many efforts had been set in motion by the commission (among
these the ENISA assessments), but to step up the tempo of the “cloud computing revolution”,
it was time to “bring it all together”. We notice how integration of ongoing efforts is seen as
a key stepping stone to forward motion. But from which perspective should such integration
take place? Adopting bits and pieces of the issue framing in Etro 2009 and WEF 2010, Kroes
went on to echo Etro's recommendation about promoting the rapid adoption of cloud
computing (Kroes: “the EU has a role to play: we can help make it happen smoother and
faster” (ibid.)) as well as Etro's basic economic argument that 1) cloud computing represents
great potentials for European telecoms and high-tech SME's and 2) its adoption will create
derived productivity gains in all other sectors. Kroes went on to mirror the mentioned WEF
recommendation for industry-initiated “co-regulation” from a government perspective,
recognizing that: “A clear role of governments is ... to ensure that European achievements,
such as effective data protection and the EU's Single Market, do not clash with cloud
computing”.

Making these connections is interesting for our purposes in several ways. Of course, we must
not over-interpret the influence of the WEF assessments. As we shall see, the Commission
services had already at this point commissioned independent expert studies to support the
cloud strategy process, which would provide concrete content to the strategic framing of
cloud computing traced above. The connections made, however, do give certain indications
that should have a place in our perception of the relative weight of assessments in the field.
Firstly, they indicate clearly that the WEF assessments have managed to make themselves
highly relevant to at least one main actor in one of the main policy processes, which they
were intended to influence. Secondly, the specific perspective from which results and
recommendations were presented seems to match well with the problem perspective under
which the Commissioner had viewed the challenge of producing a European cloud strategy.
(Continued at the bottom of page 23).
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Etro, F. (2009): The Economic Impact of Cloud Computing on Business Creation,
Employment and Output in Europe.

The main argument of this paper is that by lowering entry costs, cloud computing can allow
for the easier creation of up to “a few hundred thousand” SMEs, making a contribution to
annual European growth in the order of 0.2 percent and to create about a million new jobs.
It thus represents a means to get out of the crisis. Methodologically, the article employs an
endogenous market structures approach to the explanation and prediction of growth, a
theoretical approach which models the relationships between technology, policy and growth
differently than traditional (neo-classical) economics. This post-Schumpeterian approach —
also known as "New Growth Theory” - focuses more closely on the effects of economic
policy on growth and is sometimes associated with the promotion of R&D-supportive policy
as a means to growth (Wikipedia: Endogenous Growth).

Looking beyond the content to its origin, it is difficult to assess the impartiality (or not) of
this article. The author is the president of Intertic — a think tank comprising «independent»
economists researching «innovation, competition, endogenous market structure, the
protection of intellectual property rights, industrial policy, antitrust analysis and other
economic topics of relevance to the understanding of high-tech and New Economy sectors.»
(Intertic.org: About Intertic). Intertic, however, is in turn a member of the «prestigious»
academic Stockholm Network, which is a (liberalist) economic network coordinating
publications and conferences of over a hundred different European think-tanks. Digging thus
deep, already there are indications of an underlying political agenda, pushing our perception
of the article in the direction of liberalist advocacy rather than neutral assessment. Going
back to the content level, the article plays with open cards, showing openly its build-in
theoretical bias by highlighting the specific assumptions build into the model employed. Due
to the specialist nature of the analysis, however, this “transparency” is for the average reader
of a particularly opaque kind.
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This perspective is one which assumes a high level of collaboration — or willingness to
collaborate — between industries and governments. We should therefore expect the
formation effect of the strategy production process on the assessment field to amplify
collaborative perspectives and solutions. Thirdly, the perceived need to counteract
hindrances produced by policy coming from other problem perspectives (e.g. data
protection) is clearly stated. We should thus also expect the formative effect of the strategy
production to filter out some of the noisiest voices in data protection advocacy.

Fourthly, however one understands such a “formative effect” (and we will not get much
closer to a definition in this deliverable), it seems to rely on a pre-existing convergence of
viewpoints, an interactivity, and a common framing of the issues by central actors.

The World Economic Forum

For some assessments, the author is more interesting than the assessment itself. This goes
especially for selected assessment set # 6. The World Economic Forum is in itself an agora for
integration of a wide variety of perspectives on current societal developments at global level.
Very close to all-encompassing, the Forum acts as a platform for all major challenges to and
possibilities for (economic) progress from poverty to public health, gender equality, climate
change, technological development, competitiveness and much more. The Forum —
organized by an independent non-profit foundation — also acts as one the world's leading
think tanks annually publishing reports such as the Global Competitiveness Report, the
Global Risk Report, and the Global Information Technology Report. The foundation's
supporters include around 1000 of the world's largest enterprises, and its annual meetings in
Davos, Switzerland bring together (on an invitation-only basis) some 2,500 global leaders in
industry, policy, academia and culture (Wikipedia.org: World Economic Forum).

As a central forum for debate among global decision-makers, the World Economic Forum has
been and continues to be surrounded by waves of critique and counter-critique centering on
guestions of globalization and alter-globalization. Treating these debates is beyond the
purposes of this case study, but they are worth recalling as a background for Commissioner
Kroes' evaluation of the WEF assessment set. In her speech cited above, Kroes courteously
acknowledged the host's preparatory efforts as “a great job .. bringing together a lot of
expertise and experience” (Kroes 2011). She also commended the assessment project as a
“timely exercise” in a time where “we have to act”. An assessment bringing together in a
timely manner the expertise and experience necessary for political decision-makers to act
might well have been a working definition of an integrated assessment well-connected tothe
current situation. Thus, whatever our own conceptions of integration may be, it seems clear
that for Kroes, the WEF assessments make up one such example.
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4.3 The EC Cloud Strategy: Formation of the assessment field

Already with the announcement in the Digital Agenda of the need for a European cloud
strategy, the commission service had commissioned a series of expert group studies
(Schubert 2011, Schubert and Jeffrey 2012) to support the process of constructing such a
strategy. The European Parliament made similar provisions, commissioning a consumer
research study (Fielder 2012) and a technology assessment (Hennen et. al. (forthcoming), of
which this report’s first author is part).

However, past the decision by the Commissioner for the Digital Agenda to direct the cloud
strategy towards the facilitation of smoother and faster cloud computing deployment on a
large scale, a process was set in motion in which the supporting service, DG Connect
(formerly DG Information Society and Media), performed extensive research into the field of
assessments and — more importantly for our purposes — actively began to fill in the gaps.
While the overall strategic line may have been drawn quite clearly, the responsibility of the
staff is nevertheless to “take into due account all relevant aspects of the technology”
(interviewee). This included both deliberative and expert activities. On the deliberative side,
we find a public online consultation open from May to August 2011 (European Commission
2011b) and a report with recommendations created by a select group of industry
representatives to the Commissioner (European Commission 2011c). On the expert side, two
studies were commissioned to cover the two problem perspectives described in sub-section
ii above, namely security and privacy issues (Robinson et. al. 2011) and the growth potential
of cloud technology in Europe (Bradshaw et. al. 2011).

Additionally, since trustworthy data about the carbon footprint of cloud computing and
similar large-scale ICT development appeared unavailable, a public-private partnership to
develop methodologies and best practices of measurement and reporting of ICT footprints
was established as part of the larger scheme of unfolding the Digital Agenda (ICT-
footprint.com). This initiative is meant to supplement knowledge in a highly “under-
assessed” problem perspective, namely that of the ecological sustainability (or not) of cloud
computing. In the cloud computing strategy papers, three other sources are cited in regard
to this question (Greenpeace 2011, 2012 (15); the Broadband Commission 2012 (16)). Since
these advocacy pieces fill a gap empty of contributions from the traditional assessment
domains, we have chosen to include them in our list of selected assessments.

Second in the series of studies by the EC expert study group on cloud computing was
Advances in Clouds (Schubert and Jeffrey 2012). This was produced in close dialogue with the
commission service (interviewee) and thus seems to have provided — beyond its end product
- an internal space for reflection. In the report, cloud maturity is called into question (65).
Particularly, the dominance of proprietary solutions between which real hindrances to true
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interoperability exists (1) was seen as a serious hindrance to the realization of the
technological potential. But according to the report, this is also where a strategic niche for
European ICT research and enterprise development is hidden. The market for proprietary
cloud solutions is largely dominated by giant U.S. Corporations. European ICT enterprises are
generally much smaller (telecoms being a notable exception) able individually only to deliver
partial solutions. This, the report explains, should however not be seen as a hindrance to
large scale cloud provisioning by European players. Instead, the fact that European SME's are
forced to work together to provide cloud solutions gives them a specific competitive
advantage; forced to compose solutions across heterogeneous infrastructures,
interoperability will of necessity be built into those solutions from the beginning (66). Solving
interoperability challenges, however, is seen in the report as first and foremost a research
challenge. And since lack of interoperability is not only a technical hindrance, but also factors
into the lack of trust in the cloud from users, Europe should support research efforts to
address this challenge (2). With these recommendations, the EC Expert Group seemingly
attempts to break out of the original marketing framing of cloud computing circulated by the
main cloud actors and to point out alternative development paths not exclusively reliant on
transnational giants to provide Europe with cloud solutions.

While the EC Expert Group was still carrying out its assessment, the interlinked assessment
dimensions (trust in the cloud and interoperability as the double key to cloud advancement)
were taken up in two studies carried out by external consultancies. Economical consultancy,
IDC, was commissioned to carry out a quantitative estimate of the demand for cloud
computing in Europe (Bradshaw et. al. 2012), which they did in part based on a survey of the
views of European cloud users (specifically enterprise and government actors). The resulting
analysis recommends a “cloud friendly” and “pro-active” approach to cloud computing in
Europe (14), but looks only at the market for existing types of cloud services and hindrances
to their uptake (especially regulatory hindrances). It does not treat specific competitive
opportunities for European actors (except as users). Its treatment of trust issues surrounding
the cloud points mainly at the lack of harmonization of legal frameworks as a source of
confusion hindering the establishment of trust in provider-user relationships. The report
drives towards a vision of accelerated cloud adoption through further liberalization of the
European (internal) markets, citing Etro 2011 as a supporting voice (62), and in the end
writes itself into the original marketing frame, which the EC Expert Group attempted to
break out of.

In contrast, RAND Europe (Robinson et. al. 2011) took up as an assessment theme the basic
challenge of solving trust and interoperability issues in one fell swoop, but with one eye
looking especially for regulatory hindrances. The result was a complex analysis of the trust
problematic in which both the technical dimensions of interoperability and the governance
solutions to be developed to make those solutions possible were analyzed in depth and in
dialogue with key stakeholders and experts. The recommendations produced underscored
the complicated interlinked sets of action necessary to move forward, both on the part of
regulators, providers, and private sectorial governance bodies such as standardization
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organizations. The basic direction of the recommendations was that of a “comprehensive
approach” by the Commission (96) to reflecting and coordinating the interests and objectives
of all the involved stakeholders. To this end economical, regulatory, diplomatic, and
facilitation tools would be needed. It seems that this comprehensive approach was taken up
in the concrete formulation of the cloud strategy.

The cloud strategy in the end came to contain three major elements, the first one of which is
a Commission commitment to drive the creation of standards to ensure interoperability via
facilitation of inter-organizational development. The second element is equally in the vein of
securing open competition and users' free choice through the creation model contracts to
cover those area of cloud user-provider relationships not covered by the proposed Common
European Sales Law (COM/2011/636). And the third element is a European Cloud
Partnership to coordinate Europe-wide public procurement to drive market uptake.

It is beyond the scope of our study to pin-point topic by topic the influences each individual
assessment has had on the final strategy product. It is clear, however, that the strategy
production process in which the commission service scanned, gathered and drove further
cloud assessments as well as the dialogues having been carried out by the service as well as
the Commissioner has had the double effect of complexifying both the cloud strategy and
the assessments supporting it. While the assessment field already contained some
assessments for important impacts such as economic impact, security risks, threats to
privacy, juridical controversy, and ecological effects, the cloud strategy process helped to
produce a sub-field of assessments aiming specifically at answering the strategic questions,
which the emergence of cloud computing posed for Europe. Important guiding posts were
created such as an impression of the wishes and fears of industry actors; of technical
potentials and pathways; of concrete economic potential; and of the complexities of “trust”
wedged between security, privacy, legality, functionality and the market. The formative effect
of the cloud strategy process is therefore clearly one of problem-driven integration of
assessment perspectives. Some degree of domain-integration is also evident, for instance in
the cross-domain analysis by RAND of trust issues understood at once from a
security/privacy and a market perspective. Such integration, however, is shaped and ordered
according to one key priority: European growth.
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4.4 Beyond the cloud strategy

After publication of the cloud strategy, independent bodies under the EU have reacted to the
developments in the political field with productions of their own assessments.

Firstly, the European Group on Ethics in Science and New Technologies (EGE) have published
an opinion detailing its view on the ethics of information and communication technologies
(Kinderlehrer et. al. 2012) in which regard is given to cloud computing among a host of other
current developments in the ICT field. The EGE assessment, however, also takes into account
a broad range of other policy-initiatives and thus seems to be meant as a broader input to
the general strategic development of European ICT policy.

Secondly, the Article 29 Working Party has published an opinion on cloud computing (Article
29 WP 2012), which provides an in-depth analysis of all principles of the Data Protection
Directive and the e-Privacy directive, which affect cloud providers and users in the European
Economic Area. The assessment includes a thorough analysis of legal issues having to do with
data protection and responsibilities for it. This opinion reads more as an input to the reform
of data protection regulation, the proposal for which the Working Party welcomes, than as a
reaction to the cloud strategy.

Thirdly, deliverables have begun to appear from a cloud computing technology assessment
project carried out by ETAG and commissioned by the Science and Technology Options
Assessments (STOA) panel of the European Panel. This project aims to assess potentials and
impacts of cloud computing and social network sites to support parliamentarians in the
decision-making processes, which are afoot. Aspects considered will include the
technological and conceptual foundations (ETAG 2012), driving factors and barriers to
uptake, economic, social, security and legal impacts, and issues overlapping with social
network sites.

All of these are - in one form or another - examples of more integrative assessment
approaches performed from problem perspectives other than strategy. They all, however, fall
outside of the scope for our contextual analysis of the field of assessments. The EGE study
due to its broader topic which places it at some distance to the specific discussion of cloud
computing, the Article 29 assessment due to its exclusive connection to data protection
decision-making, and the ETAG study due to the fact that it is not yet finished. We have
included individual reviews of the EGE study and the first ETAG delivery, but we cannot yet
place them reliably within the field of assessments. We can only indicatively point out that
these assessments appear to group around a seventh problem perspective, which we might
term “integrative responsibility”. It is noteworthy that these more integrative approaches
appear at the end of a development of accumulated complexification of the issues debated
under the heading of “cloud computing” and that they appear only after the announcement
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of major political steps to drive and shape the technology. In this case, then, assessments
from the perspective of “integrative responsibility” seems to be a downstream phenomenon
much along the lines of the prejudices one might have against “reactive” technology
assessment. Whether earlier inclusion of explicitly “integrative” approaches would have
been possible, and what the effects of those mentioned above will be, would be interesting
to discuss and investigate further.
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5. Analysis of the Field of Assessments

Assessments selected for analysis are listed in Annex 1. The aggregated scores resulting from
filling in the purpose and process characteristic tables of the research protocol (see EST-
Frame deliverable 1.1) for the selected assessments are found in annex 2.

In spite of the calibration carried out between the different case studies it should be clear
that the reviews of the assessments are based on the assessor’s judgments. Moreover, the
selection of the assessments, though carefully made, will still necessarily impact on the
general reflections presented in this chapter. With a different selection other general
characteristics would appear. Because of these potential biases we have been careful to
validate our findings with representatives from the field, and we also interpret our findings
on the basis of published literature in the field of technology assessment and governance.
We believe that with this triangulation our reflections, conclusions and recommendations
are likely to be relevant and informative. However, we have been careful not to draw strong
conclusions from our tables solely. The following conclusions based mainly on the scoring
tables should therefore be taken as indicative only.

Time of publication

Out of the selected assessments (here counting parts of sets individually) 9 were published in
2011, 7in 2012, 5in 2010 and 4 in 2009. The peak in production is thus 2011 where -
following on the heels of the Digital Agenda - the production of the cloud study was planned
to be carried out. The following and preceding year come in 2" and 3™ respectively. We will
remember that these assessments were selected before the decision to focus the case study
on the cloud computing strategy and its effects, and that not all of them aim at influencing
European policy. This peak in assessment production thus indicates an amplification of
overall production synchronous with the Commission's process of finding a stance vis-a-vis
cloud computing.

Impacts considered

The most often considered impact is economic impact (15) followed by security (12), which
in this connection also implies privacy aspects, with environmental (7) and social (7) impact
trailing behind. The dominance of economic aspects in assessments is not surprising and may
confirm a pull-effect from the strategic efforts of the Commission and other actors on the
field of assessments. This translates fairly well into a similar distribution among self-
proclaimed types of assessment, although one must group together self-proclaimed types
such as security, privacy and trust in one group to get a similar weight of security-related
assessments. The amplitude of the distribution of types, however, is much less pronounced
than the distribution of impacts considered. This is due to each kind of impact being
considered in many different types of assessments..

By far the most frequent purpose indicated in the assessments is that of assessing technical
options (15), which may be indicative of the perceived importance of individual technical
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evaluation of the technology under scrutiny, but it also clearly expresses the in-built bias of
our selection method, which obviously has favored assessment discussing the technology in
itself. More surprising is the runner-up (9 occurrences), which is the purpose of setting the
agenda in the political debate. The frequency of this purpose again indicates the effect of the
strategic efforts going on at the political level. But is this the entire explanation?

Purpose Frequency
Technical options assessed an made visible 13

Setting the agenda in the political debate
Comprehensive overview on consequences given
Existing policies assessed

Policy objectives explored

New action plan or initiative to scrutinize the problem
Structure of conflicts made transparent

NoOubdh WwWwN R T
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If we look at the 3™ to 7" most frequent purposes in the table above, it is clear that beyond
setting the agenda for the handling of policy options, a large portion of the assessments are
concerned with actions in the political field to take responsibility for the consequences
(positive or negative) of the technology's uptake in society. This overall weight distribution
within the assessment field towards shaping political actions might not be explainable in
terms of the influence of the concrete strategic work only. As much as the Commission is a
target for many assessments, we hesitate to ascribe the entire shaping of the field to its
actions. We believe it is necessary to look at the maturity of the technology to explain this
general trend towards political orientations of the assessments. Cloud computing in 2006
sprang highly developed into the public consciousness, never allowing for the long-term
anticipatory exercises we know from less mature fields such as synthetic biology and
nanotech. The technology and its role in society thus very quickly becomes a concrete
political matter necessitating reflection, debate and action.

Time perspectives

The time perspective most often taken into account is the immediate future (0 — 5 years),
which 13 out of 16 assessments deal with. As time perspectives extend into the future,
interest declines. 7 assessments take the middle-term perspective (5-15 years) into account,
while only 3 reports analyze perspectives beyond 15 years from the present. This limited
interest in analyzing the long term impacts of cloud computing may be explained partly by
the epistemological difficulties involved in making predictions of the impacts of ICT
development in general. It is well-known that attempts at long-term prediction in this field
typically have fallen short of reality. However, another part of the explanation would also
have to do with the interests driving assessment efforts, which have more to do with
understanding the immediate risks and benefits in scenarios of cloud computing uptake and
use. As the technology is perceived as mature enough for immediate societal uptake at a
massive scale, the question becomes whether or not such uptake is advisable in the short
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term. This interest is also reflected in the assessments types being commissioned, where we
notice the absence of foresight analysis.

Retrospective analysis is found in only three assessments and only with a perspective
stretching back the last 5 years. In the first instance, this says something about the effect of
our selection criteria on the set of selected assessments. We chose to select only
assessments dealing explicitly with “cloud computing”. Since nothing was called cloud
computing before the launch of Amazon’s launch of the elastic cloud in 2006, this limits our
selection to a pool of candidates dealing with a phenomenon not much older than five years.
In the second instance, however, this result also says something about a general tendency in
assessments of ICT phenomena to limit the assessment focus to the technology at hand.
From a historical perspective, it would be reasonable to expect the development and uptake
of cloud computing to repeat (some of) the same processes which earlier developments in
ICT have gone through. Similarly, we would expect interesting assessment results to come
out of attempts to put cloud computing into a larger context of general trends in ICT
development. Very little attention (if not to say: none at all) is paid to such aspects within the
selected assessments. This seems to warrant the conclusion (valid at least with regard to this
assessment selection) that focusing specifically on cloud computing tends to lead to a focus
exclusively on cloud computing. We take this to be a factor in producing a field of
assessments with little or no room for alternative technology scenarios, since the discussion
of the need for and impacts of the technology at hand is not supplemented with analysis of
other ways of meeting the same needs nor comparison between impacts between
competing solutions.

Farticipation

Our general impression of a strongly specialized assessment field with very little involvement
of lay people is reflected in the aggregated results, where we see that only one assessment
scores “medium” in lay people participation. This score is based on the inclusion in that
assessment of a user survey. None of the assessments, however, involve any measures to
investigate alternative social narratives, visions or values or other assessment dimensions for
which lay people are typically consulted. Conversely, expert and stakeholder involvement is
on average quite high.

With regard to participation and the relative importance of it in this field of assessments, it is
noteworthy that the Etro reports (3), which enjoy great prominence in the assessment field
(see also description on page 23) has no element of participation neither of outside experts,
stakeholders or citizens. Our broader interpretation of the broader meaning of this
prominence is included in section 3.

There is a high degree of correlation between assessments aiming to make technical options

visible (assessment role a) and the degree of participation of outside experts (10 out of 13
assessments aiming to play this role score a “high” degree of expert participation).
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There is a reverse correlation between assessments aiming to give a comprehensive
overview of consequences (assessment role b) and the degree of participation of
stakeholders and lay people (only 2 of 7 assessments aiming to play this role score a “high”
degree of stakeholder participation, while none of the selected assessments score “high” or
even “medium” on lay people participation).

One hypothesis when reading the assessment scores might be that there would be a
correlation between the number of “roles” from the purpose scoring table, which the
assessment aims to play, and the degree of participation overall. The logic behind this
hypothesis is that since many of the roles of the middle fields of the purpose scoring table
have to do with enacting various communication functions to move societal debate and
sense making along, dialogical elements would be a natural part of assessment projects with
such aims. We see no such correlation however. There are examples of many roles being
accompanied by much participation (e.g. assessment 6), but there are also counter-
examples, and no general trend can be identified. In the first instance, the explanation here
may have to do with the scoring. We may have “over-scored” the number of intended roles
for each assessment, marking the roles that assessors seem to want the assessments to play
rather than what they actually work for the assessment to achieve through method choice.
But the explanation may also have to do with the actual use of participatory methods. It may
be that the assessors behind the assessment see a more limited role for participation in the
broader process of polity-oriented technology appraisal than what we assume in this
hypothesis. One example in this direction is assessment 11, which is the only purely
participatory exercise in the selection (other assessments with participatory elements being
more mixed). This assessment scores the highest in participation, but aims only to play to
roles from the purpose table (roles m: “Policies evaluated through debate” and n:
“Democratic legitimization perceived”).

We ought to note, in this connection, that very few of the assessments seem to include in
their design a direct link between methodological considerations and impact intentions. The
method in most cases seems to be “business as usual”; economists doing economic analysis,
technical researchers producing technical analysis, dialogue forums setting up dialogues and
so forth. Impact considerations seem to be linked much more closely to the choice of timing,
framing and core messages. One example is assessment 1 where the timing of the
assessment was a key consideration of the assessors, who purposefully carried out their
assessment early on in the political process in order to open up a broader dialogue about risk
considerations in regard to cloud computing. Another example is assessment 10, where the
security, privacy, economic and political issues connected to cloud computing where re-
framed as trust issues. And a third example is assessment 3, in which the choice of economic
analysis method seems to be designed to produce a specific core message (a vast economic
potential connected with cloud computing). These connections make us consider, whether
the idea of a link between method choice and intended impact is in some way idiosyncratic
to the TA community from which the purpose table derives?
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Contextual characteristics

Both liberalization and internationalization are assumed either reflectively or unreflectively
by all assessments. This reflects what we might call an essential link between the launch of
cloud computing and the globalization of the world economy, i.e. without globalization with
its lowering of trade barriers and the creation of a global, strongly interconnected ICT
market, no cloud computing. A lot of what has made it possible for cloud developers to make
their solutions feasible has to do with the falling cost of servers being build in third countries,
the possibility of setting up server parks in other third countries and connect to them via
mature cross-border broadband connections, and the mandate to sell services to millions of
users across countries and continents. For those same reasons, the economic potential of
cloud computing is being used by some (e.g. the RAND assessment) as an argument for
further integration of European economies through harmonization of trade rules and other
means of further liberalization. Arising out of liberalization and internationalization, cloud
computing may therefore end up strengthening precisely those trends. On the other hand, it
is precisely because of this link between liberalization/internationalization and cloud
computing that reports from privacy advocates show such skepticism about the impact of
cloud computing on citizen's rights. With cloud computing, jurisdiction becomes an issue and
Europe's abilities to safeguard citizen's rights come into questions (see also section 3).

Close to half of the assessments are scored as reflexively taking sustainability into account.
This should not be over interpreted. What this means is that arguments concerning possible
net energy savings harvested from a transition to the cloud is widespread. Most assume such
savings while the Greenpeace reports argue for the risk of a massive rise in “black” energy
use through cloud server centers powered by coal energy. We have seen no discussion of
further life-cycle sustainability aspects. Discussion of social sustainability is limited to the
ethical assessment from EGE and the technology assessment from ETAG.

4.1 Analysis of the relation between the assessments and the cloud strategy

The cloud strategy text and accompanying working paper (European Commission 2012a,
2012b) cite a total of 257 unique documents. 92 of these are research papers, 52 are
assessments, and 46 are European policy documents, which are the types of citations we
initially expected to find the most of. But a large portion of the citations fell outside these
classical categories into an “Other” category. Even widening our typology to include:
advocacy pieces, national policy documents, product information, recommendations,
regulations, and websites, we still ended up with 57 “other” citations. We therefore decided
to list all sub-types to this open category, which include, blog posts, feature articles, user
guides, programming handbooks, minutes from meetings, assembly reports, memos, codes
of conduct, developer's policies, court decisions, and initiatives. The point is that the
'literature’ gathered in the commission service's research process is highly heterogeneous,
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and that even the most unlikely contribution to the debate may at one time make a
difference.

33 of the 52 assessments cited are either produced by or commissioned by an EC body,
which is consistent with some research indicating the existence of an “auxiliary
administration” of expert groups supporting the work of the European Commission (over
1000 official expert groups and ad hoc working groups currently exist) (Metz 2011). It is
outside the scope of this study to pursue this perspective, but it is clear that the readily
available mass of expertise represented by EC expert groups play a material role in the
formation of the assessment field.

Of the 257 documents cited 94 contains the term “cloud” in the title. Of these 24 are
assessments (out of the total of 52 assessments cited in the strategy). The majority of cited
documents are thus not “cloud specific”. Many research documents seem to concern closely
related technological topics such as hypervisors, virtualization, networking and more.
Assessments especially seem to branch out into topics related to digitalization including
security and privacy and different aspects of economic policy. Policy documents cited -
mainly European — branch out into a plethora of policy topics having to do with digitalization
and economic policy. This broadness of topics cited seems to us to indicate a high level of
availability of information and practices of thorough cross-checking with actors in academia,
advisory bodies, and other political bodies including the different commission services. While
“cloud computing” as a key word structures the body of citations, many related topics are
also covered, giving a broad basis of knowledge upon which to form decisions.

The sub-set of the assessment field supporting the production of the strategy is thus to a
high degree shaped by the commission service's work. The self-stated purpose of this work is
—as we saw — to “pay due attention to all relevant aspects” of the technology (interviewee).
The formative effect of the strategy production work is therefore mainly aimed at filling in
the gaps in the assessment field. These gaps we might characterize as “specifically applicable
assessments of cross-cutting issues significant for the strategic choices to be made by the
Commission”. We might in turn single this characteristic out as a criterion for the production
of assessments to influence similar processes in the future. The problem of such a
characteristic, however, would be the question of access to the process, which further raises
the issue of EC-related expert assessments over against more fundamentally “independent”
assessment forms.
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5. Conclusions

We have identified seven consecutively emerging “problem perspectives” from which cloud
computing has been assessed since its emergence in the market in 2006. These are:

1. Individual strategy assessment (in reaction to hype)

2. Co-creative promotion of alternate development paths
3. Assessment of the technology's ontology, risk and reward
4. Security and privacy in a globalized world

5. Growth in a time of crisis

6. Societal strategy with regard to cloud computing

7. Integrative responsibility (in response to political actions)

Of these perspectives, the dominant perspectives seem to be 1, 3, 5 and 6 with perspective 4
providing the major counterweight to these. Perspective 2 seems in general to be
overlooked, while perspective 7 is still emerging. To be clear, the perspectives should not be
seen as phases in a time-line or links in a food-chain, but rather as ever broadening circles of
concern, the latter growing out the former in a process of complexification of the terms of
debate.

One important example of such emergent relations between problem perspectives is that of
“trust” emerging as a term bridging and combining the concerns of security and privacy
assessments on the one hand and economic and concerns on the other. “Trust” is neither
technical, legal nor economic, but bridges all of these conceptual areas and provides a target
for strategic coordination of perspectives, which might otherwise remain locked in
opposition. As something of a dialectical creation, this concept acts therefore as a specific
key to conceptual integration at a level, we might call “politico-epistemological”, i.e. it
provides a simple framing (building trust in the cloud) for the complex of strategic problems
facing decision-makers (balancing data security, privacy rights and carbon footprints against
the primary and secondary economic benefits, cloud computing seems to entail).

Our hypothesis about a “formative effect” of the cloud strategy production process seems
thus at an abstract level to be one of furthering conceptual integration of otherwise opposed
assessment perspectives, i.e. the creation of a common ground for debate. We have found
evidence that he development process leading up to the production of the European
Commission's cloud computing strategy has had a formative effect on the field of
assessments, that this formative effect is well known by assessment practitioners who may
choose to actively position themselves (or not) according to this formation effect; that the
formation effect thus acts indirectly as a mechanism for amplification (or not) of certain
viewpoints and assessments perspectives in the policy making process; and that the final
filter for inclusion (or not) of these viewpoints are the policy makers themselves along with
the complex of staffers supporting them.
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At a more concrete level, the strategy process has the effect of amplifying the production of
assessments as a whole, both through active commissioning and through the reactions of
organizations generally aiming to influence policy.

We see in this process that assessments produced within the traditional assessment domains
are matched, if not out-numbered, by assessments of an ad hoc nature centering around the
strategic situation. For such assessments, purpose often outweighs methodology as a driver
for integration (or not) of non-economic aspects for assessment. One often encountered
instance of this is the unproblematic mentioning of (supposed) positive sustainability effects
of cloud computing, which more often than not merely acts to reinforce arguments for the
positive growth effects of cloud computing for society.

Conclusions regarding integration

With regard to the question of integration, we observe an evolutionary maturation of the
field of assessments as a whole and a continual widening of the range of topics dealt with in
assessments. This is not so much due to systematic attempts at “integrative assessment”, but
more due to mutual learning in the field and the fact that assessors read and digest already
completed assessments. As such, the field of assessment has something of a closed circuit
about it, with analysis points traveling from one assessment to the next.

To be sure, many possible points and perspectives are never represented or mostly ignored
in assessments. We have mentioned for instance the absence of the perspectives of lay
people and the marked silence in the field about alternative development paths such as
open-source. Four interviewees stated explicit needs for further integration. Two of these
expressed a need in the field for more stable platforms or methods for dialogue between
stakeholders, where the power effects of major corporate actors shaping the dialogue could
be neutralized. Two other interviewees expressed a need for better translation of “ethical”
issues (a term they found more confusing than enlightening) into operable terms directly
relevant to the topics under discussion in the wider process of societal appraisal of
something like cloud computing.

Our reading of the field shows that it is possible to continually widen the range of topics
being assessed. Such widening, however, takes place mainly by the promotion of issues
through hype; through the forcing of issues through advocacy; or through the dialectical
integration of opposing viewpoints. The only explicit attempts at systematically integrating a
comprehensive spectrum of assessment topics in a single assessment we find in one ethical
assessment and one technology assessment.
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Taking a more systematic view on the question of integration needs according to the multiple
meanings of “integration” (see del. 1.1), we can make the following observations regarding
integration (or not) in the field of cloud computing assessments:

aSkcFyAy3 2F aAyiSanNg

Observation in the case of cloud computing

Inclusion of all areas of topics into assessments

Generally there is a division of labor between the
assessments

Inclusion of values into assessments

Generally low level of reflection on values

Inclusion of narratives into assessments

Narratives are not reflected upon as such, but
hype-narratives and attempts to counter them
are prominent.

Not isolating one topic at the expense of the
whole

Varies. Assessments often isolate on perspective
(e.g. security) at the expense of the whole. In this
selection, almost all assessments isolate cloud
computing at the expense of the whole of ICT
development. Some, however, are the other way
around.

Explicating assessment framing

Very little explication of framing choices made
within the assessments. Transparency with
regard to commissioners, participants and
institutional mandate, however, is often quite
clear.

Some specific elements (like anticipation) are
necessary in assessments

Anticipatory analysis is widespread although
mainly with a focus on the short term.

Targeted use of methods in assessment

Varies. Many assessments are not transparent
about method but seem to work in an ad-hoc
manner. Among those that are transparent, some
are business-as-usual (e.g. in risk assessment,
where method is fixed) while some are situation-
specific.

Integration of stakeholders or the public into
assessments

Medium to high level of integration of
stakeholders in the field in general. Some
inclusion of very informed “publics”. No
perceptible inclusion of lay people.

Integration among assessments

It seems clear that assessors read and take into
account assessments already in the field. But
they rarely do so in a transparent manner. The
integrating effect is in the policy processes into
which the assessments feed — not in or among
the assessments themselves.

Integration of governance concerns into
assessments

Many assessments are designed specifically to
address governance concerns.

Better integration of assessments into
governance

Well integrated into policy.
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6. Recommendations for policy makers

1. Implement deconstruction of framings in policy preparation

To counteract what could easily be construed as undue influences of business interests over
the general direction of political appraisals of new technology, tools for the deconstruction of
framings in the debate ought to be implemented at the level of policy support, e.g. in the
working routines of DG staffers.

2. Seek out alternative visions

In the context of cloud computing we have found that there is a real risk of “group think”
within the EU institutions with regard to technology appraisal. EU-internal documents far
outweigh outside sources. And for those inputs that do have an influence, the capacity for
communicating viewpoints on new technology on the part of business interests far
outweighs that of alternative communities such as open-source developers, public interest
groups, and certain groups of researchers. To support wise decision-making, staffers and
policy-makers therefore ought to actively seek out alternative visions for technology
development and to take them seriously.

3. Explicate methods for balancing / resolving conflicting viewpoints on new technology
Opaque practices breed suspicion. Since the balancing of radically different perspectives on
new technology already sets the scene for political choices to be made (by framing the
issues), the choices made and directions taken in balancing conflicting viewpoints ought to
be explicated to be available —as a minimum for ex-post critical scrutiny.

nd | OGA@Ste AyOfdzRS OAGAT SyaQ LISNARLISOGA@GSaA

It seems highly unlikely that the public consultations carried out in preparation of the cloud
strategy have faithfully captured the hopes, dreams and fears of ordinary citizens. Instead,
choices with the potential for fundamentally changing the lifeworld of Europeans are being
made on the basis of a desire for short-term growth benefits. Doubtless, citizens — if
consulted — would produce more nuanced imaginaries and help direct political developments
in @ more sustainable direction.
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Annex 1: Selected Assessments

# |Organization, Year(s) |Title(s) Series
author(s) of

1 |ENISA, Cattedu 2009 |Cloud Computing. Benefits, Risks and
and Hogben Recommendations for the Information Security

Addendums:
Cloud Computing. Information Assurance
Framework.

An SME Perspective on Cloud Computing.

2 |RAD Lab, 2009 |Above the Clouds: A Berkeley View of Cloud
Armbrust et. al. Computing

3 |Intertic, Etro, F. 2009 |The Economic Impacts of Cloud Computing on 2
Business Creation, Employment and Output in
Europe

2011 |The Economics of Cloud Computing

4 |ECCloud 2010 |The Future of Cloud Computing — Opportunities |2
Computing Expert for European Cloud Computing Beyond 2010
Working Group,
Schubert et. al./ 2012 |Advances in Clouds. Research in Future Cloud
Schubert and Computing.

Jeffrey et. a.

5 |World Economic |2010 |Exploring the Future of Cloud Computing — Riding |2
Forum w/ the Next Wave of Technology-Driven

Accenture Transformation

2011 |Advancing Cloud Computing — Recommendations
for Industry and Government

6 |CPDP, Gutwirth et. |2010 |Data Protection in a Profiled World 3
al. 2011 |Computers, Privacy and Data Protection — An
Element of Choice

2012 |European Data Protection — In Good Health?

7 |EC Expert Study, [2010 |Economic and Social Impact of Software and
Aumasson et. al. Software based services

8 |Greenpeace 2010 |Make it Green 3
2011 |How Dirty is Your Data?
2012 |How Clean is Your Cloud?
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9 |ENISA, Cattedu, M.|[2011 |Security and resilience in governmental clouds

10 |RAND Corp. 2011 |The Cloud: Understanding the Security, Privacy
Europe, Robinson, and Trust Challenges
N.

11 |Nordisk Rad 2011 |Nordic Public Sector Cloud Computing —a
(Nordic Council), discussion paper
Frelle et. al.

12 |EC DG InfoSoc 2011 |Cloud Computing — Public Consultation Report
(now DG Connect)

13 |IDC, Bradshaw et. |2011 |Quantitative Estimates of the Demand for Cloud
al. Computing in Europe and the Likely Barriers to

Uptake

14 |EP Expert Study, |2012 |Cloud Computing Study
Fielder et. al.

15 |The Broadband 2012 |The Broadband Bridge
Commission,
Vestberg and
Tourel

16 |EGE, Kinderlehrer {2012 |Ethics of Information and Communication
et. al. Technologies

17 |ETAG, Hennen et. |201- |Potential and Impacts of Cloud Computing and
al. Social Network Sites

2012

Foundations of Cloud Computing
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Annex 2: Protocol for reviewing assessments

The selected assessments have been reviewed on several dimensions. The dimensions have
been translated into a research protocol. In general, a review consists of three parts:

- Sketch of assessment: Here the background of the assessment is described, including the
reasons for conducting, aims and objectives to be reached, methodologies applied and
main outcomes. It is mainly a qualitative description of assessments, including questions
of Who (commissioning & conducting institution), What, Where, When, How, Why, What
for, What outcome (including level of integration)

- Purpose analysis table: Here the main purpose of the assessment is being determined,
ranging (a) from knowledge raising to action implementation, and (b) from technology to
policy perspective (see )

- Process characterisation table: The variables included here are seen as important
procedural and substantial characteristics in the design of assessments. The position of
assessments in the context of important societal trends is also analysed, based on a
trends analysis described in EST-Frame deliverable 1.2.

The scoring in the tables was a matter of judgement and the scoring should therefore be
seen as indicative of subjective judgements. For each case study aggregated tables were
made. This gives an overview of the different assessments in the case study, and also
provides interesting information across case studies. This information is reported in
deliverable 1.1.

The main benefits of the calibration approach is the enabling of comparison between case
studies, which provides insights regarding issues, processes or phenomena that might be
technology unspecific or typical for emerging technologies. The drawback of calibration is a
reduced appreciation of case study specific qualitative aspects being unable to calibrate over
multiple case studies. In addition, the scoring of certain phenomena might have different
connotations in alternating technology contexts, therefore decreasing the strength of
comparison.

Detailed protocols of the followed procedure were made. In addition, a record of all
individual reviews of the selected assessments has been made.
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Table 1 Purpose analysis table (TAMI-Table). The TAMI table is essentially a matrix that aims
to examine the focus of an assessment using two dimensions: the role that the assessment
aims to play and the object or issue associated with a technology that it addresses. Based on
TAMI-project, FP-6, http.//www.ea-aw.org/project-qroups/overview-of-project-
groups/tami.html.

Focus of assessment Role of assessment in policy making process

Cognitive i raising
knowledge

Normative i forming attitudes

Pragmatic i initialising action

Object

Scientific/

technological aspects

Societal aspects

Policy aspects

a): Technical Options
Assessed & Made Visible

b): Comprehensive
overview on consequences
given

f): Setting the agenda in the
political debate

g): Stimulating public debate

h): Introducing visions or
scenarios

0): New action plan or
initiative to further scrutinise
the problem at stake

p): New orientation in policies
established

c): Structure of conflicts
made transparent

i): Self-reflection among actors
j): Blockade-running

k): Bridge building

q): New ways of governance
introduced

r): Initiative to intensify public
debate taken

d): Policy objectives
explored

e): Existing policies
assessed

1): Comprehensiveness in
policies increased

m): Policies evaluated through
debate

n): Democratic legitimisation
perceived

s): Policy alternatives filtered
t): Innovations implemented

u): New legislation passed
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Table 2 Process-characterisation table.

Assessment Description in words Coding

Core process characteristics
A. Impartiality 5: Priority in assessment
: Efforts made to achieve

: _ 4
Brief description of content & context 3- dealt with sufficiently
2
1

1 Based on Background involved
organisations (commissioning &
executing)

- Not an aim
- Not mentioned

1 Based on used methodology
B. Transparency 1  Based on indication of used
data/knowledge for derived
conclusions
C. Participation, Brief description of content & context 5: Interactive participation T used in conclusion
experts 91  "Direction" of participation 4: Interactive participation i not used in conclusion
D. Participation, lay (interaction VS. one-directional 3: One-directional participation T used in conclusion
people flow of information) 2: One-directional participation i not used in conclusion
E. Participation, 1: No participation
stakeholders
Core substantial characteristics
F. Scientific evidence ~ Brief description of content & context 5: Complete coverage of references; majority of references
basis 1 Completeness of references are from peer-reviewed literature
1 Quality of references 4: Majority of facts and assumptions are backed by
references, generally from non-reviewed sources
3: Limited references are given; majority of references are
from peer-reviewed sources
2: Limited references are given; majority of references are of
from non-reviewed sources
1: No references are given related to given facts or used
assumptions
G. Focus on L 5: Dealt with dealt with substantially / explicit / exemplary
uncertainties Elaborate description of content & context: manner i large role in conclusion

91 Nature of uncertainty
1 Level of analysis (technological /
social / political)

Dealt with considerably i role in conclusion
Dealt with to some extent i no role in conclusion
Mentioned in passing

Not mentioned

H. Explicit
values/ethics
Elaborate description of content & context:
1 Interpretation of values / ethics
T Nature of values / ethics

1. Impacts considered Environmental ; Economic ; Social ; Health & Safety ; Security
; Sustainable development

J. Retrospective / Brief description of content & context Retrospective

Anticipatory R1 (0 -5 years), R2 (07 - 15 years), R3 (01 > - 15 years), R

unspecified retrospective

Anticipatory
Al (0-5years), A2 (07 15 years), A3 (01 >15 years), A=
unspecified anticipatory

K. Considers 1 Need for distinguishing & explanation of Narratives: Na
narratives/worldviews following concepts Worldviews: W
Ivisions 0  narratives Visions: V

o  worldviews Scenarios: Sc

0  visions

0  scenarios

1 Are concepts discussed in a reflective or
unreflective manner (related to alternative
forms within such concepts)

91 Are concepts discussed in a implicit or
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L. Self reported
success/efficiency
M. Cost

Core practical characteristics / Bonus Information

/

/

N. Liberalisation
O. Internationalisation

P. Public/private
partnerships

Q. Policy integration
R. Consumer
Acceptance &
Rejection

S. Assumes
Sustainability

Core contextual characteristics

- Apply current set of trends in
case studies, but will reflect on
these trends based on outcome task
13

- Elaborate description of content &
context to defend your decision

RY: Trend is explicitly discussed and the authors conclude that
the trend is in play in the case

RN: Trend is explicitly discussed and the authors conclude that
the trend is not in play in the case

R?: Trend is explicitly discussed and the authors do not know
whether or not the trend is evident in the case

UY: Trend is not explicitly discussed, but there is evidence that
the authors think that the trend is in play in the case

UN: Trend is not explicitly discussed, but there is evidence that
the authors think that the trend is not in play in the case

U?: Trend is not explicitly
role in the case is given
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Annex 3: Aggregated process characterization and purpose analysis tables

Please note that the tables have been split in two because all the assessments cannot fit in one page. The average scoring is for
all the assessments.

f
Code 1 2 3 (Sze)t ° 4(10f2) 4(20f2) 5 (Set of 2) 6 (Set of 3)
Lead Author ENISA, Cattedu & | Ambrust, RAD Intertic, | Schubert, EC | Schubert & Jeffery, World Economic Gurtwirth
Detail Hogben Labs Etro Expert Group | EC Expert Group Forum (Ed.)
etails
Year 2009 2009 2003'201 2010 2012 2011,2012 201fé 11,
Assessed by HB RN RN HB HB HB, RN RN
PROCESS CHARACTERISATION
A. Impartiality 5 4 2 4 3 4 3
B. Transparency 3 5 3 2 2 3 5
Core
process . C. Participation, 5 3 1 5 5 5 5
characteri | experts
stics s
D. Participation, lay 1 1 1 1 1 ) 1
people
E. Participation,
stakeholders 2 ! ! 1 1 4 >
Core ' F. Sgentlflc evidence 5 4 3 5 5 4 4
substantia | basis
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/
characteri
stics

G. Focus on
uncertainties

H. Explicit
values/ethics

1

I. Impacts
considered

Econ, Sec

Sec, Econ

Econ

Econ, Sec,
Env

Econ, Sec, Env

Econ, Sec, Soc, Env

Sec, Soc

J. Retrospective/
anticipatory

Al

R1, Al

Al

A3

Al

Al

A3

K. Considers
narratives/
worldviews/visions

Na, Wy, Vi

Core
practical
characteri
stics

L. Self reported
success/efficiency

M. Cost

Core
contextual
characteri

stics

N. Assumes
liberalisation

0. Assumes
internationalisation

P. Takes public/
private partnerships
into account

UN

Uy

Uy

Uy

Uy

UN

UN

Q. Assumes policy
integration

UN

UN

UN

R. Assumes
consumer
acceptance

UN

Uy

Uy

S. Considers
sustainability

UN

UN

UN
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X. What kind of
assessment is
claimed

Risk

Technical

Economic

Expert

Expert

Economic

Privacy

TAMI

Technical options
assessed & made
visible

Comprehensive
overview on
consequences
given

Structure of
conflicts made
transparent

Policy objectives
explored

Existing policies
assessed

Setting the
agenda in the
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political debate

Stimulating

g public debate
Introducing

h visions or X
scenarios

Self-reflection
among actors

Blockade-
running

k Bridge building

Comprehensiven
| ess in policies
increased

Policies
m evaluated
through debate

Democratic
n legitimisation
perceived

New action plan
or initiative to

0 . X
further scrutinise
the problem
New orientation

p X

in policies
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established

New ways of
governance
q introduced

Initiative to
intensify public
r debate taken

Policy
alternatives
S filtered

Innovations
t implemented

New legislation
u passed

Considers
strategic impacts
and options for
(European)
Extra society X

Self-proclaimed
type

- Risk XX

- Technical X

- Strategic XXX

- Economic XXX
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- Socio-Economic

- Expert XX

- Privacy

- Ethical

- Technology
Assessment

- Environmental

- Trust

- Public
consultation X

- Consumer
research X
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Code 7 |8 (S;)t of 9 10 11 12 13 14 15 16 17
EP The
G - ENISA RAND N isk EC DG
Lead Author pac | °reen SA, Y ordis IDC | Expert | Broadband | EGE | ETAG
peace Cattedu | Robinson Rad InfoSoc
Details Study Com.
2010,
Year 2010 11 12 2011 2011 2011 2011 2011 2012 2012 2012 2013
HB,
Assessed by RN RN HB RN RN RN HB RN EME RN
PROCESS CHARACTERISATION AVERAGE
A. Impartiality 5 1 3 5 2 4 4 4 1 4 5 3,5
B. Transparency 4 3 3 5 4 3 4 4 4 3 4 3,5
Core process .
characteristic C. Participation, 4 2 5 0 1 5 2 5 2 5 3 3,4
P experts
D. Participation, 2 1 1 1 1 2 3 1 1 1 1 1'3
lay people
E. Participation, 5 3 2 4 1 5 4 4 5 3 2 2,8
stakeholders ’
F. Scientific 5 3 4 5 2 3 5 4 3 3 5 3,9
evidence basis
Core G. Focus? on 5 5 5 5 3 4 4 3 2 5 5 4,1
substantial uncertainties
characteristic ici
H. Explicit . 4 5 1 5 1 1 1 1 4 5 1 2,2
S values/ethics
I. Impacts Econ, Env Econ. Sec | sec. Econ Econ, Sec, | Econ, Sec, Econ Econ, Econ, Soc, Econ, Econ,
considered Soc ! ! Env Soc Env, Env Env,So | Sec, Soc

51




Integrated EST framework (EST-Frame)

An FP7, Science in Society, Collaborative Project,
FRAMEPROJECT Small or medium-scale focused research project

Sec

c, Sec

J. Retrospective/
anticipatory

Al, A2

A2

Al

A2

Al

Al, A2

Al, A2

Al

Al, A3

R1,
Al, A2

R1, A1,
A2

K. Considers
narratives/
worldviews/vision
s

Na

Vi

Na

Vi

Na

Core practical
characteristic
s

L. Self reported
success/efficiency

M. Cost

Core
contextual
characteristic
s

N. Assumes
liberalisation

0. Assumes
internationalisatio
n

P. Takes public/
private
partnerships into
account

Q. Assumes policy
integration

R. Assumes
consumer
acceptance

S. Considers
sustainability
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X. What kind of
assessment is
claimed

Socio-
Econo
mic
Impact

Environ
mental
Advocac

y

Risk

Trust

Strategic

Public
Consultati
on

Econo
mic
Analys

Consu
mer
Resear
ch

Strategic

Ethical

TA

TAMI

Technical
options
assessed &
made visible

15

Comprehensive
overview on
consequences
given

Structure of
conflicts made
transparent

Policy
objectives
explored

Existing
policies
assessed
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Setting the
f agenda in the X
political debate

Stimulating
public debate

Introducing
h visions or X
scenarios

Self-reflection
among actors

Blockade-
running

k Bridge building

Comprehensive
I ness in policies X
increased

Policies
m evaluated
through debate

Democratic
n legitimisation X
perceived

New action
plan or

) initiative to
further
scrutinise the
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problem

New
orientation in
policies
established

New ways of
governance
introduced X

Initiative to
intensify public
debate taken

Policy
alternatives
filtered

Innovations
implemented

New legislation
passed

83

Extra

Considers
strategic
impacts and
options for
(European)

society X X

36
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Annex 4: Other reviewed assessments

2002 OECD guidelines for the security of information systems [OECD
and networks. Towards a culture of security
2004 MapReduce: Simplified Data Processing on Large Clusters|Dean, Ghemawat
2005 Privacy in Pervasive Computing i A contradiction in Cas, J.
terms?
2005 Pervasive Computing Teknologisk Fremsyn
2008 Technology-Induced Challenges in Privacy and Data ENISA
Protection in Europe
2008 Security Assessment of the Internet Protocol Gont, F.
2008 Emerging Policy Problems Related to Uniquitous Winter J. S.
Computing T Negotiating Stakeholders' Visions of the
Future
2008 Sikker outsourcing i skyen DI/DITEK
2008 IT Outlook 2008 OECD
2008 Cloud Computing Overview NSA
2009 The Open Cloud Manifesto OCM.org
2009 Cloud Computing - Benefits, Risks and Recommendations ENISA
for the Information Security (incl. addendums: SMEs;
Assurance Framework)
2009 Cloud Computing Overview NSA
2009 ICCP Foresight Briefing Paper on Cloud Computing and |ICCP
Public Policy
2009 Potential Server and Datacenter Savings in Denmark IDC
2009 Cloud computing T et diskussionspapir ITTS & KL
2009 The Basics of Virtualization Security Brenton
2009 The Economic Impact of Cloud Computing on Business  [Etro, F.
Creation, Employment and Output in Europe.
2010 Assessing Cloud Computing i Challenges and Andeson, J.
Opportunities for Network Providers
2010 Privacy and Security in the Cloud Computing Age The Brookings
Institution
2010 Economic and Social Impact of Software and Software-  [Pierre Audin
Based Services Consultants
2010 Comparative Study on Different Approaches to New Centre for Public
Privacy Challenges in the Light of Technological Reform
Developments
2010 Computers, Privacy and Data Protection T An Element of |Gutwirth et. Al

Choice
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2010 Exploring the Future of Cloud Computing 7 Riding the  |World Economic
Next Wave of Technology-Driven Transformation Forum
2010 Sikkerhed i cloud computing IT-
Sikkerhedskomiteen
2010 The economic Impact of ICT. London School of
Economics
2010 Cloud Computing Use Cases V. 4.0. Cloud Computing Use
Case Discussion
Group
2010 From Invisible Grids to Smart Cloud Computing Getov, Srinivasan
2010 Data Protection and Legal Compliance in Cloud Helmbrecht, U.
Computing
2010 A Response to Responsibility of and Trust in ISPs by Nelson, M.R.
Raphael Cohen-Almagor
2010 IT Outlook 2010 OECD
2010 The Ethics of Cloud Computing. A Conceptual Review  [Timmermans et. al.
2010 Leapfrogging ICT with cloud computing in emerging \Wenzek H.
countries
2011 Public Policy for the Cloud 7 How policymakers can Computer and
enable the cloud Communications
Industry Association
2011 Cloud Computing: Towards Risk Assessment Mantri A. et. al.
2011 Capturing the Cloud. Technology-Driven Growth and Cowen, T.
Innovation in the UK
2011 Security Guidance for Critical Areas of Focus in Cloud  [Cloud Security
Computing v. 3.0 Alliance
2011 A Review of Cloud Computing Dudin, Smetaning, Yu
2011 Global Trends 2030 i Citizens in a polycentric world European Union
Institute for Security
Studies
2011 State-of-the-art research study for green cloud computing Jing et. al.
2011 Cloud Computing T An Information Security Perspective |Niebuhr et. al.
2011 Pathways Towards Responsible ICT Innovation i A Policy |Stahl, B.C.
Brief
2011 The Cloud: Understanding the Security, Privacy and Trust |RAND Europe
Challenges
2011 Security and resilience in governmental clouds ENISA
2011 The Future of Cloud Computing 1 Opportunities for EC Expert Group
European Cloud Computing Beyond 2010
2011 Computing Synopsis and Recommendations NIST
2011 Advancing cloud computing: What to do now? Priorities  |World Economic
for industry and governments Forum
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2011 Computing in the Clouds TA-Swiss
2011 Cloud audit og assurance initiative ITTS
2011 Cloud computing og de juridiske rammer ITTS
2011 Nordic Public Sector Cloud Computing i a discussion Nordisk Rad
paper
2011 Processing of sensitive personal data in a cloud solution  [Datatilsynet
2011 Ensuring competition in the clouds: the role of competition|Bornico, Walden
law?
2011 State of Cloud Computing in the Public Sector Chandrasekaran,
Kapor
2011 Cloud Collaboration: Peer-Production and the Engineering |(Graham, M.
of the Internet
2011 Cloud Computing. Hearing with User Industries DG InfoSoc
2011 EU-U.S. Cloud computing technical seminar, 1 July 2011
(Meeting report).
2011 IT Outlook 2011 OECD
2011 Cloud SaaS: Models and Transformation Sharma, Sood
2011 Enhancing Security by System-Level Virtualization in Sun et. al.
Cloud Computing Environments
2011 Bringing Optical Networks to the Cloud: An Architecture [Vicat-Blanc et. al.
for a Sustainable Future Internet
2012 Secure Journey to the Cloud i A Matter of Control Szabo et. al.
2012 European Data Protection i In good health? Gutwirth et. Al
2012 Ethics of Information and Communication Technologies [EGE
2012 Cloud Computing Study EC DG Internal
Policies
2012 Opinion 05/2012 on Cloud Computing Article 29 Data
Protection Working
Party
2012 Advances in Clouds. Research in future cloud computing |[EC Expert Group
2012 Google, APIs and the Law. Use, Reuse and Lock-In Katz, A.
2012 Evaluating Emerging ICTs: A Critical Capability Approach|Zheng, Stahl
of Technology
2013 Anticipating Ubiquitous Computing T Logics to forecast |Niebuhr et. al.
technological futures
2013 Potential and Impacts of Cloud Computing and Social STOA Consortium

Network Sites
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